MEMORANDUM OF AGREEMENT
Between .

THE CONNECTICUT INDEPENDENT COLLEGE AND UNIVERSITY
INSTITUTE FOR RESEARCH AND PUBLIC SERVICE, INC.
and
THE CONNECTICUT DEPARTMENT OF LABOR

This Memorandum of Agreement (“MOA”) is between the Connecticut Independent College
and University Institute for Research and Public Service, Inc. (Cicu-IRPS) and the Connecticut
Department of Labor (“DOL” or “State Agency”) in accordance with the Family Educational
Rights and Privacy Act, 20 U.S.C. § 1232g (“FERPA”) and its implementing regulations in 34 Code
of Federal Regulations (“C.F.R.”) Part 99.

WHEREAS, the purpose of this agreement is to enable the audit and evaluation of Federal- or
State-supported K-12 and Federal- or State-supported postsecondary education programs, as
defined in 34 C.F.R. § 99.3, by linking data for the Preschool through Twenty and Workforce
Information Network {“P20 WIN”} in order to assess the degree to which said education
programs are preparing students for post-secondary education and the workforce and to assess
the efficacy of state or federally funded higher education grant programs;

WHEREAS, in order to accomplish this purpose, it may be useful to link data from the education
records of students enrolled at the member institutions of Cicu-IRPS (“Education Records”), to
workforce data provided by the DOL, data from the education records of students in preschool,
elementary and secondary public schools provided by the Connecticut State Board of
Education, (“SBOE”), data from Connecticut State Universities and Colleges {“CSCU”} and other
organizations as permitted herein; and

WHEREAS, DOL has access to data matching software which can be utilized to match and link
longitudinal data from state agencies and other organizations for the purpose of conducting
audits and evaluations of Federal- and State-supported education programs; and

WHEREAS, pursuant to 34 C.F.R. § 99.31(a}(1)(i)(B) Cicu-IRPS is serving as a contractor to whom
its member institutions, non-profit institutions of higher education in Connecticut that receive
state and federal funding, have outsourced certain functions — including the function of
collecting, consolidating and sharing student data with P20 WIN for the purpose of audits or
evaluations of education programs by state education agencies — for which the member
institutions would otherwise use its employees, and thus Cicu-IRPS may be considered a school
official with a legitimate educational interest. it is the position of Cicu-IRPS and its member
institutions that pursuant to 34 CFR §§ 99.31(a)(3)(iv), 99.35, and 99.31(a)(1)(i)(B), Cicu-IRPS
may disclose the Pl it receives from the member institutions to P20 WIN without consent from
individual students for the purpose of the P20 WIN Evaluations
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WHEREAS, the following institutions of Cicu-IRPS (“member institutions”) have entered into an
agreement {attached here for reference purposes} with Cicu-IRPS for this Sacred Heart
University, St. Vincent’s College, University of St. Joseph, Trinity College {Hartford, CT),
University of Bridgeport, University of Hartford, University of New Haven, Wesleyan University
and Yale University.

WHEREAS, while at all times Cicu-IRPS on behalf of its member institutions retains ownership of
the data from the Education Records provided under this MOA, DOL shall serve as the
custodian of the data from the Education Records that will be processed by software residing
on its servers and have responsibilities as set forth herein for installation of the application,
hardware, establishing network linkages and connecting data sources; and

WHEREAS, 34 C.F.R. §§ 99.31(a)(3) and 99.35, as amended effective January 3, 2012, provides
that the disclosure of personally identifiable information {“PIt”) from education records to an
authorized representative of state educational authorities as permitted herein pursuant to the
“Audit or Evaluation Exception” is permissible without prior consent if the disclosure is for the
purpose of carrying out an audit or evaluation of Federal- or State-supported education
programs or for the enforcement of or compliance with federal legal requirements related to
these programs; and

WHEREAS, pursuant to this agreement and 34 C.F.R. §§ 99.31(a)(3) and 99.35, Cicu-IRPS will
disclose data from Education Records on behalf of the member institutions to DOL as the
authorized representative of the state educational authorities that are part of P20 WIN, for
the purpose of assisting the state educational authorities in P20 WIN in conducting their audits
and evaluations of Federal- or State-supported education programs to determine the degree to
which education programs are preparing students for postsecondary education and for success
in the workforce and to assess the efficacy of state or federally supported higher education
grant programs;

NOW THEREFORE, the parties hereby agree as follows:

. Definitions and Key Terms:
For the purpose of this Agreement, the following definitions shall apply:

A. The following definitions shall be the same as provided in FERPA and the regulations
promulgated thereunder, as amended from time to time: Education Program and
Personally ldentifiable Information (“PII”}.

B. State Assigned Student Identifier (“SASID”): The SASID is a ten-digit unique number
that is assigned to each student upon entry into a Connecticut public school including
publically funded preschool programs as well as standard elementary, middle and high
schools. Students retain this unique identifier as they progress through the school
system and even if they transfer or move in and out of private schools our across state
boarders. Connecticut General Statutes § 10a-55j requires that each public institution
of higher education and each independent institution of higher education that receives
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state funding to track the SASID of all in-state students until such students graduate
from or terminate enrollment at the institution.

C. Re-disclosure: Re-disclosure means transfer or disclosure of Pll to any other person or
entity whose access to Pl is not specifically authorized in this Agreement.

D. Participating Agencies: The Participating Agencies are the Connecticut Board of Regents
for Higher Education (BOR), the SBOE, the DOL, the Cicu-IRPS and those entities that
have been approved for participation in P20 WIN by every Participating Agency and that
have executed a similar Memorandum of Agreement with DOL.

E. Data Request Management: The required review process for each data request posed
to the system. The Data Request Management process is set forth in the P20 WIN Data
Request Management Procedure attached as Appendix C hereto. In all cases no
member institution’s data shared by Cicu-IRPS will be included in the data match unless
Cicu-IRPS, on behalf of the member institutions, has approved the inclusion of such data
before the data request is processed and Cicu-IRPS has approved the individual(s) or
entities that have authority to access to the resuliting data set.

Authority to Disclose Data to DOL: Cicu-IRPS warrants that it has authority from its
member institutions to enter into this agreement and provide data in accord with its
provisions.

Participation in P20 WIN:

Participating Agencies shall provide data necessary for conducting a match between data
sets to DOL to evaluate both K-12 and postsecondary education programs and assess the
degree to which education programs are preparing students for post-secondary education
and the workforce and to assess the efficacy of state or federally supported higher
education grant programs and for other audit and evaluation activities as defined under
FERPA that are approved by Cicu-IRPS on behalf of its member institutions and other
Participating Agencies pursuant to this Agreement and the P20 WIN Data Request
Management Procedure. The P20 WIN Data Request Management Procedure set forth in
the attached Appendix C and the P20 WIN Data Governance Policy set forth in the attached
Appendix D are hereby incorporated by reference such that their provisions are made terms
and conditions of this Agreement. The Participating Agencies will abide by policies,
including the assignment of additional obligations, adopted by the P20 WIN Executive
Board.

Methodology:
The Cicu-IRPS and DOL agree to the following methodology for data matching and access by

bOL:

A. After a data request has been approved in accord with the P20 WIN Data Request
Management Procedure, Participating Agencies whose data is a part of the request shall
send files to DOL that contain only limited Pl for matching the records that are needed
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to satisfy the approved Data Request. In addition to limited PIl, each input file shall
contain a generic unique identifier for each person record. The generic unique identifier
will bear no resemblance to or contain any part of an individual’s education data.

Upon receipt of all required input data sets, DOL shall utilize data matching software
approved by the Data Governing Board to identify matches between the data sets.

Once the matching is complete, DOL will strip the Plf from the matched data file. The
stripped Pl and the Pl in the original data files shall be destroyed. The resulting file,
containing a matrix of the generic unique identifiers that reflects how the original data
sets can be linked, shall be sent to the approved requestor for the completion of the
approved data request.

V. Duties and Responsibilities of Cicu-IRPS:
Notwithstanding any provision of this Agreement or any appendix thereto, the
Cicu-IRPS reserves the right to refuse to share or disclose any Cicu-IRPS data in its sole
discretion. Cicu-IRPS agrees to the following:

AO

D.

Cicu-IRPS agrees to participate in the Preschool through Twenty and Workforce
Information Network {P20 WIN) in accord with the provisions of the P20 WIN Data
Request Management Procedure and the P20 WIN Data Governance Policy.

Unless it objects thereto, Cicu-IRPS will provide DOL with the data necessary to match
data for approved data requests using data fields identified in Appendix A. Cicu-IRPS
will participate in the P20 WIN Data Governing Board to develop and implement policies
for P20 WIN management. v

Cicu-IRPS will participate in data governance processes in accord with the provisions of
the P20 WIN Data Governance Manual and the P20 WIN Data Governance Policy.

If Cicu-IRPS agrees to allow data from its member institutions to be utilized in a data
request, Cicu-IRPS will ensure that the data required for the request is available.
Cicu-IRPS will participate in Data Governance processes to review documents developed
using data from its member institutions acquired through P20 WIN prior to their
publication.

Cicu-IRPS will abide by all P20 WIN policies adopted by unanimous consent of the P20
WIN Executive Board.

VI. Duties and Responsibilities of DOL:
The following delineates the roles and responsibilities of the DOL. The overali goal is to
provide P20 WIN with quality service, timely resolution to issues and superior performance

that will enable P20 WIN to meet its business goals.

Al

C.

DOL shall maintain a server that supports the approved data matching software so that
the software can conduct matches at optimum speed.

DOL shall retain a license to data matching software that has been approved by the P20
WIN Data Governing Board for the purpose of facilitating P20 WIN data requests.

DOL shall utilize the approved data matching software to conduct matches between
data sets from participating agencies for approved data requests.

4 of 16




D. DOL agrees to comply with the provisions of FERPA. For the purposes of the Agreement
and the specific projects conducted pursuant to the Agreement and described in
addenda to it, FERPA includes any amendments or other relevant provisions of federal
law, as well as all requirements of 34 C.F.R. Part 99 and 20 U.S.C. § 1232g. Nothingin
this Agreement may be construed to allow either party to maintain, use, disclose, or
share Education Records in a manner not allowed under federal law or regulation.

E. DOL agrees that transmission and storage of all data pertaining to Education Records
and unemployment insurance (Ul} records will adhere to generally accepted best
practice standards related to information security, including, but not limited to,
commercially available and widespread precautionary measures, such as firewall
implementation, virus scanning, security access control software, logical encryption of
data as it leaves the data boundary, secure tunnels and limitation of physical access to
confidential information and Pll. Upon the reasonable request from a participating
agency, DOL will disclose and review related policies, procedures, and practices.

1. DOL shall only utilize PIl from Education Records and Ul records sufficient to meet
the purposes of the audit and evaluation of both Federal- or State-supported K-12
and Federal- or State supported postsecondary education programs, as defined in 34
C.F.R. § 99.3. Authorization given by Participating Agencies to DOL to use the PlII
from education records for one audit or evaluation does not confer approval to use
it for another purpose.

2. DOL may not re-disciose any portion of the Education Records in any media format
without prior written approval from the Cicu-IRPS, on behalf of its member
institutions.

3. DOL acknowledges that the Agreement does not convey ownership of any shared
data. DOL may not duplicate or disseminate Pll within its own organization, except
as necessary to fulfill the stated purpose of this Agreement.

4. DOL will ensure that all data will be transmitted via secure connection such as a
Virtual Private Network {VPN) or Secure FTP File Transfer Protocol {SSL} connectivity.

5. DOL agrees to store and access all confidential data obtained from the Cicu-IRPS on
secure computers and in secure files to which access is restricted to authorized
persons only and in an area that is physically safe from unauthorized persons at all
times. At no point should data be stored on a local drive. Support personnel will not
store or transmit data on a portable storage device, such as but not limited to, a USB
flash drive, cell phone, portable laptop, external hard drive or through unencrypted
e-mail with the exception of system backup tapes. System backup tapes will be
encrypted to prevent data loss.

6. Access to Education Records will be restricted to only those authorized persons
listed in the Data Request Document, as defined by the Data Request Management
Procedure, and approved by the Data Governing Board who have legitimate
interests in the specific audit and evaluation of a Federal- or State-supported K-12
and/or Federal- or State-supported postsecondary education programs, as defined
in 34 C.F.R. § 99.3 DOL will require of and maintain an appropriate statement of
confidentiality and nondisclosure from each employee or subcontractor with access
to the data.
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7. DOL agrees that all personnel authorized to access Education Records shall be fully
advised of the confidential nature of the information and the safeguards required to
protect the information.

8. DOL agrees to monitor all authorized users to ensure such users observe the
confidentiality requirements outlined in this Agreement.

9. DOL will have policies and procedures regarding data security that protect against
violations of FERPA when the data is at rest and during transmission. Participating
Agencies reserve the right to conduct audits of each other’s policies, procedures and
systems that are involved in processing and/or safeguarding the shared Pl and
accompanying data, in accordance with FERPA and Ul confidentiality laws.

10. DOL agrees that the Education Records will be destroyed within 24 business hours
pursuant to Section VI.G of this Agreement and that no portion of the Education
Records will be permanently stored nor transmitted via electronic mail.

11. DOL shall use data fields containing Pil only for record linkage and such data fields
will not accessible as part of a Data Request.

12. DOL agrees that it will not enter into a memorandum of agreement with another
entity reflecting the terms and conditions herein without the approval of each
participating agency.

13. DOL will abide by all P20 WIN policies adopted by unanimous consent of the P20
WIN Executive Board

F. Audits. DOL agrees to the following:

1. Without revealing Pl pertaining to an individual or employer, DOL shall allow the
Cicu-IRPS to perform an on-site audit and inspection of the system whenever
appropriate and reasonable. The audits will be conducted to ensure that the
confidentiality requirements of this Agreement and all applicable laws and
regulations, and required security controls including applicabie amendments are
satisfied.

2. DOL shall maintain logs that track a) data files received, b) matches conducted and c)
the output files sent to approved requestors. Logged information shall specifically
document when data was transferred, who received and sent data, data fields
involved, data request to which the transferred data pertain, what data was
destroyed, dates of data destruction and other relevant information.

3. DOL shall regularly monitor those persons with access to Education Records to
determine whether the job responsibilities of those persons continue to require
access, and will immediately remove access for any person who is determined to no
longer need such access. DOL will take all necessary steps to ensure that any
Education Records which are in the possession or control of such persons are timely
destroyed as provided in this Agreement.

G. Destruction of Data.

1. DOL shall destroy the Education Records used for matching within 24 business hours
of the completion of the matching process. Destruction of the data means that all
files and directories containing any data from Education Records shall be
permanently deleted and any hard copies of such data will be shredded. The
resulting data set shall only contain a matrix of the generic identifiers that shows
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how records match across the data sets that are required to satisfy the Data
Request. The resulting dataset shall be provided to the approved Data Requestor.

VIl. Miscellaneous Provisions:

A. Duration. This Agreement will become effective upon its execution by both parties,
and will expire on September 30, 2016. This Agreement may be extended in writing by
both parties and approved by the Connecticut Attorney General.

B. Amendments. This contract may not be changed other than by a formal written
contract amendment signed by the parties hereto and approved by the Connecticut
Attorney General. Revisions to the Agreement’s objectives must be approved in writing.
A formal amendment, in writing, shall not be effective until executed by all parties to
the agreement, and shall be required for extensions of the final date of the agreement
period, revisions to project specifications, and any other Agreement revision.

C. Termination. This Agreement shall remain in full force and effect for the entire term of
the Agreement period stated above unless cancelled by either party, with thirty (30)
days written notice. If this Agreement is found by a court or tribunal of competent
jurisdiction to be in conflict with any United States or Connecticut statutes or with any
rule, regulation, or guideline; it shall be null and void to the extent of such conflict.
Notwithstanding the above termination provision, if a party to this Agreement is found
to have breached the confidentiality provisions contained herein, the remaining parties
and Participants may immediately terminate their participation without notice.

D. Contact Information. The parties named the following individuals as primary
representatives regarding this Agreement. The parties shall notify each other of any
change to this designation within ten (10) business days.

1. Cicu-IRPS:
Ms. Jennifer Widness, President
Cicu-IRPS
21 Talcott Notch Road
Farmington, Connecticut 06032
860-678-0005
Email: widnessj@theccic.org

2. DOL:
Dr. Andrew Condon, Director of Research and information
Connecticut Department of Labor
200 Folly Brook Boulevard
Wethersfield, Connecticut 06109
860-263-6255
E-mail: Andrew.condon@ct.gov
E. Data Ownership. Ownership of all data collected and maintained by Cicu-IRPS remains
with the member institutions. Disclosure of these data under the terms of this
Agreement does not additionally assign ownership of these data.
F. Statutory Authority. Statutory authority for the DOL to enter into this Agreement is as
follows: Connecticut General Statutes § 4-8.
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G. Compliance with federal and state statutes. In performing services pursuant to this
agreement, the parties agree that they shall comply with all applicable federal and state
statutes and regulations, including but not limited to, FERPA, the Gramm-Leach-Bliley
Act, 20 C.F.R. § 603 and Conn. Gen. Stat. § 31-254, HIPAA and related state agency
contracting policies, in the protection of all personally identifiable and other protected
confidential information. Nothing in this Agreement may be construed to allow either
party to maintain, use, disclose or share student information in a manner not aillowed
under such laws or regulations.

H. Each party agrees that it shall be responsible for losses arising out of (i} its own acts or
omissions that result in a breach of Pl or failure to comply with applicable law regarding
protection of confidential information and (ii) its own negligence or misconduct, and
each party shall defend itself against any action or claim brought as a result of such acts
under the Agreement.

I. Entire Agreement. This written contract shall constitute the entire agreement between
the parties and no other terms and conditions in any document, acceptance or
acknowledgment shall be effective or binding unless incorporated herein by reference
or expressly agreed to in writing by State Agency. Appendices A, B, C, and D, and E are
incorporated herein as part of this Agreement

Vill. Acceptance & Approval

IN WITNESS WHEREOF, the parties have executed this Contract by their duly authorized
representatives with full knowledge of and agreement with its terms and conditions. In the
interest of expediency, this document may be executed in counterpart and all counterparts
shall be considered originals.

Connecticut Independent College and University Institute for Research and Public Service, Inc.

Wit € Whedng 7-20-15

erifer \)\Lﬁiness, President Date

Connecticut Department of Labot -

“Sharon M. Palmer, Commissioner Date

Connectlcut Attorney General {approved as to form)

"’/(f f?ﬂaf’k(’vw‘k 7/’%/// B

Assnstant?Asseerate Attorney General Date

8 of 16




